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2APR THE WORLD’S MOST USED SOCIAL PLATFORMS

24 RANKING OF SOCIAL MEDIA PLATFORMS BY GLOBAL ACTIVE USER FIGURES (IN MILLIONS] (NOTE: USERS MAY NOT REPRESENT UNIQUE INDIVIDUALS)

GLOBAL OVERVIEW

FACEBOOK! 3,065

YOUTUBE? 2,504

INSTAGRAM! 2,000

WHATSAPP!* 2,000

TIKTOK? 1,582

WECHAT' 1,343
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Incident report to LaoCERT Feb-Sep 2023

2,2,2%9,11%
- 1,1%

B Web defacement

® Malware
Social media SCAM
Phishing
Advisory
Ransomware

W Data breach




Fr[ONILYIL Qﬁz‘_)auaavm@cwﬂunme JUU 290 U
2024

20 FUs2an9U -
UOVTUSE S 201Uz 2an91
S wnyj —

3.75 48.8% 75.1% 46.7% 53.3% ,

MILLION




AN

* NNTUIINDL NIVAI (R FLNONUSIZLIN1
et N1YVUNUEDH, JUURNN 012/3W2, JJ0UN
fomne 15 NzNO 2015 Jngoun 8 wWan, 64 UangA

09008 NudaL v aeiiofueigreanh
n19rUneLTo®

et Prc(‘f;".',t.i:z:;::ecombaﬁ“g ° é‘][[ljglj°]n°]1J:ﬁnﬁjugﬁﬁnﬁnmﬂgdqﬁognqugﬁqu
o Rlomrb oo oo Rz T=me ﬁ U31528) NN Jeds duas il X ﬁ [EUY
et o) (AN 2543/Jng, 9 QWU 24 nuen 20 1 8 ] ully "U
it | IV 2mel.




v N9080cEoVI0NENIVTL9HV
novdacduiiosenIunyodiv n9pcacfigarduasniod
(d99So9grenomo9arduasniod

o b & c
nowdadcely, gu, wovdeioo, 939
v noudraowzyvesuiocd way 38le T0udioSuoryer0

&

() (]
o 10 Woozn9 5 novSacdozynluarduesnbocd

v nouacfiarBuesniiod tovdiiveryern 9>
toouSvorypI0

[z o o a @
$HcB0992¢09N9091WIH

v N9vdunovardvasniiocd

(3] | (3}

v nucBecidyasdncvariuasniod

N N\

/) T



NIVECAYCMNOMNINVODIVUDOLWICD (OHD9)

= - Ly
ccqf)aowuHe &9 w‘?mmmm)

CRDCNOFNCFVNIDODVWOCH

Cn F[ )
A

" (909D

4

............. €399V LA CERT

LE
.y
"ag -
llllll
---------------------------------

N9VDBOLWVW9E) T




nccNleSF o neonaIe

LialoCERT

RSN MR €207 Corptr Emagerey Fspurse Tean
(622 WIRGOUSY e @) Lale o,.ggmoﬂ

- Co glc

” —
...._., nke dm C'.n«»x:g}f‘ L E5
% - P,

Omixc [Z] Blogger [ superpages. mc_mSﬁ




aletunuges Witayn ouiSuliuSaIIUNNSENES: “...c.cecee e rserserenns”

X
sy
{Content)

«JIUERET0
{Details)

ﬁcumu:‘l { Name of Facebook)

girextiute (Description)

[ - T3 [x . o TR V. T o
Rayniknsans: Jmmeanitsn Ll TﬂﬂﬂﬂﬂumﬂjﬂﬂEﬂEEﬂ

- - . - o - - W =

1178 aaz WDodugdceaynitnesfisnit. ... ... 880N SO WIS URAYNILN N
- a o~ . s - ' il = " . 5 "

8 figgnT.. ... U1 TEN0EG, Ownssng10idfi i, findjundiguusiost

i ah a T - s = v "

Erayfumeme Wifiufie niu cax trg1SuaoliBnrI LS JUS10MUEST. ..o,

[nU=R7 (Purpose)

" » i [ T TR ! gl o e [ A
sa1enayng ounAUlUERIAUNILNSBNE: “ ... CRDUEGITIND TN

ynautmatas neE1TE .

39 (Link)

tanme e (1D)

. o .
OURUNIANEENE e

(causumiun )

S0 esjddune uaynmwn
{Admin Page)

it esjdiunsjayniun
{ Admin Page)

LHB856 20 ..

Bt ol ol s

[ w F.y i =@
sStuodieuimi disnauctayn
tin e (Olnassy

(New E- Mail)

R 1) TERTIONY | v el L o 0§ TR RN PR

- 0108019 U LUsnaug JUNIUNauSUNtWN (N)

PlLaoCeRT

" 4



o 1

0Y0&)79): qu?nmvélgvle?) 2990VRCWIVNTICUL
CU92V2® “FACEBOOK ID”

Lookup-ID.com bookD  UnscrambleWord I >
Looking for your Facebook profile ID / Group ID / Page ID ...

Type your Facebook profile URL

Success!

Your Facaebook personal numaearic 1D is

10000749960117/82


https://randomtools.io/
https://lookup-id.com/
https://commentpicker.com/find-facebook-id.php
https://www.duplichecker.com/find-facebook-id.php
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dietunwgeseTrinayn soudniiugyigniayneens): Joseph Akaravong (Ut 13)

(The content asks Facebook for assistance in blocking the account of a Facebook user called Joseph Akaravong (Pt Jo).

iflaty (Content)

auresn (Detalls)

gnayn (Name of
Facebook)

Joseph Akaravong (thn =)

==
( Description)

wayneand: Joseph Akaravong (U 19) tlnmnhtddocditaannd: T@swihed, dudsun, Si9é
Ludio, ﬂﬁjé..u:renlmj “-1*E‘ruulﬁr_lmu£|:‘u’-‘.:-. gowo, piy cas SudutrideeButiciiudnmeu
::' 1 3t 2w Exdunwurimesoudiviesiginetn, poiussriy, eouidhuasusussusese iy,
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Currently on Facebook, under the name of Joseph Akaravomg (Pt Jo), he has been publishing
advertisements such as slander, blaspheming, creating fake information, creating false information,
persuading, inciting, and encouraging people to oppose the government of the Lao PDR, which is to
destroy the stability of the nation, peace. national culture, and fine traditions of the nation, breaking
Facebook rules of the Facebook company and the Law of Lao PDR in Article | |: Unauthorized editing
of pictures, audio, and videos; and article 13: Creating damage via online social media.

A9fcmue (Link of

Law)

https://na.gov.la/wp-content/uploads 2021 /1 1/95-Law-on-cyber-crime28-8-2015.pdf

AnekA) (Purpose)

gergmuayngoubniivBuisynaant: Joseph Akaravong (Ui 13) awediuBhsrirotinuidndfinme
ea1 Ul 290 TR SsugUesliaLne.

(Request to Facebook to assist in blocking the Facebook account named Joseph Akaravong (P Jo) since
the account has violated Lao PDR laws and Facebook policies.)

5‘- (Link)

https:/'www.facebook.com/profile. phpTid= 100008068 268 1 30

tanmnetal (1D)

100008068268 130

T eA = e gl
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Noel1gNIutNU2yLU299 Google App

', (&)
Search

Youtube
Queries

Videos Watched and
loaded

~ N <

Calendar
Upcoming Plans
and Events

Searched U,

. Gmail
Chro me Maps D-r ve Contacts and
Browser History Locations Visited Flles Emails Sent
Website Visited Placed Searched \ JPloaded J

“ r‘

Photos
Meet People and
Ads

Conversotions Places Tagged
7 a
.‘ interested L..27d Chats v
Articles Read Q :

Shoppin g
Product
L_Searched /
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Stronger security with
Google Authenticator

YenUR S tunuigfutofiugeiulneiioty ()

USER NAME

| PASSWORD

Invald barcode

R R

“ e
Somer

= Authenticator +

Coinbase
s —

408 571 @
R Microsoft
e Dropbox
Puriy - - look.com

924 906 G

LastPass

ik B com

345 347 @
Q pulsegwOl zifdavis jocal

ZIFFDAV

091 167 &
‘2‘ PayPal

A

Authenticator locked

SPNC WIN MNP o AT
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Create strong passwords with Password Generator

te-rlw*E8exe o ‘

C%
© sirong pesowond M Secure Password Generator English

Use the slider, and select from the options, below, to lengthen your password and strengthen your security. p o Uit ‘ 16
assword Length:

Password Length (4-64) Include Symbols: B(eg @#%%)

Include Numbers: @ (e.g. 123456)
@ Include Lowercase Characters: 4 ( e.g. abcdefgh )
Include Uppercase Characters: 4 ( e.g. ABCDEFGH )
Exclude Similar Characters: @(eg.i,l,1,L,000)
Exclude Ambiguous Characters: B ({}[]()/\'" ~,;:.<>)

Letters Mixed case Punctuation Numbers

Generate On Your Device: 2 ( do NOT send across the Internet )
Auto-Select: [CJ( select the password automatically )
Save My Preference: [J( save all the settings above for later use )

Load My Settings Anywhere: URL to load my settings on other computers quickly

Generate Password Copy Advanced( Free )

Your New Password: cU%#-3yvTX_%BGc8 ‘ Copy

Remember your password: coffee USA % # - 3 yelp visa TOKYO XBOX _ % BESTBUY GOLF coffee 8



password
123
Aa123456
1234567890
1234567
123123
111111
Password
12345678910
000000

gdmin?ZB

7qwert7;1
Pass@123
112233
102030

qgwertyuiop
87654321

Eliska81
123123123

11223344

0987654321

12341234

qQwerty 123

Adminw@i1723
lg2w3e4arSt

11111111

w[?emro@r‘l 23

azerty

admintelecom

123meklozed
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Password Check

Can you tell if a password has been compromised?
This si se ) to demonstrate that a STRONG PASSWORD isn't ne ly @ SAFE PASSWORD.

Although many ¢ ords meet typical algorithmi igth requirements, they may still be unsafe if they

criminals.

Start your pa d check. Enterap

skBerboy phab3Htm | punkf fe correct horse battery staple 2bon2btitg | Humt

Learn more about this site =»

[ @aoCERT

-

https://www.enzoic.coifpassWorc=check/



https://www.enzoic.com/password-check/
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Paused Relaunch to uy

‘anling E amiznaulad wial -~ 037HDMovie.com 24 gwmiwauladng gu Wk Login Brute Fo 2 cPanel - Tools Zone-Xsec - Sear a SIngCERT Cyber | i 3. i > 33 Al Bookt,

Facebook Data Breach Checker

set containing 533 million Facebook accounts was r
or download. The data was obtained by exploiting a vulnere

according to Facebook, corrected in August

Check if your telephone number is present within the Facebook data
breach.

We have sed ingesting th

769 112 records from 106 different

2d input and uses k-ar

}-- ter a phone number
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https://haveibeenzuckered.com/
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& haveibeenpwned.com e = Proxy Server List = Qi Ponw e Prmchaclﬂar ® Tn'?n'!.'?s - More: -

e VMware Training -... £ vpress; VSPHERE P2V ADMIN 150 .. @ supportge-ipeo. N Check Usermame,, & Domain Mame List., 03 DuckDuckGo Goo | ) Zpenel Ballu,.. B

@ Home Motifyme Domainsearch Who's beenpwned Passwords APl About  Donale B P Search the world's largest dataset of leaked passwords

he:
and many

liry

Tind yourself on thix lst - change your password Immediately, sl alway wo finctor authentication whenever possibde. Your searches are W ever stored on

i~-have i been pwned

Check if your email or phone is in a data breach

39c8acduly

Has your password been leaked?

672 12,496,783,237 115,744 227,329,839
paned websiles pwned accounts pazles paste accounts Password hacking compromised more than 237,215,238 accounts these past 6 months!
Find out if a password hack has exposed your password to the world.
Largest breaches Recently added breaches

z| } Collection #1 accounts 9 177,554 CityJerks accounts sesasses
Verifications.io accounts M EO 8,227 MEO accounts

@ 711,477,622 Onliner Spambot accounts 2 075,625 Tarravision accounts

;l 22,161,052 Data Enrichment Exposure oG 29, OGUsers (2022 breach)
From PDL Customer accounts
accounts s 835 The Kodi Foundation accounts ‘ This password has been seen times before.

Exploit.In accounts 0 Genesis Market accounts

L
=| e L
.F 509,458,528 Facebook accounts g

= 157,862,638 Anti Public Comba List

Sundry Files accounts

" Leaked Reality accounts

https://haveibeenpwned.com/ https://leakedpassword.com L a 0 C E R T



https://www.proxynova.com/tools/comb/?fbclid=IwZXh0bgNhZW0CMTAAAR1A6tdNsuL-3re3lCBofYM6QHJTrAIfKfsE-1-vpQ3tG8195ziFp2tvdsM_aem_AdMOSIicN4pXxV5d0Z9TxJylL5l6ft6FCm4saW0O_kWEmsy3IfR-KY3B57owan0qoJZ0O2qom9u-_Td3XFuIDaPY
https://haveibeenpwned.com/
https://leakedpassword.com/
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083 Dashboard

Y

bit.ly/3LPEBHY

| Q) Links 0 clicks

Ly https://drive.google.com/file/d/0B2J3twGqr5igc2hXaEZhN2JZUzg/view?usp=share_link... &
» QR Codes NEW!
QR Code Link-in-bio @
Link-in-bio

Create QR Code Create a Link-in-bio

Campaigns

Custom links

https://bitly.com

LaoCERT
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@ https://bit.ly/3LPEBHY

8 https://getlinkinfo.com

& GetLinkinfo

? htips://checkshorturl.com

Expand URLs. Stay safe...

https://checkshorturl.com/

https://www.urlschecker.com/ .

hitps://getlinkinfo.com/

https://urlex.orq/

LaoCERT


https://checkshorturl.com/
https://urlex.org/
https://www.urlschecker.com/
https://www.urlschecker.com/
https://getlinkinfo.com/
https://urlex.org/
https://checkshorturl.com/

navdegiulmiflinoaudan tw

Use strong passwords Use two-factor
Create passwords that authentication
are long, unique, and 2FA gives your devices
hard to guess. and accounts an extra
i layer of security.

I
D

agmnsﬂaaw%r,soLw&a?munmm?auamuwm‘cw
. m"laavmomwmmmm‘mmﬂ bk

leaves you vulnerable

. Yamué‘fg@umamu 2 SU § yaenoa st . D
z‘fIUUgmiJaaswzJao‘cwaagunci’luUws} Clearcookiesand

browsing history

¢ U 2<U1JZHJJ3’16]1JU1]ZH3’]\£ J o b
R ool your personal info

. UalggeunniiteniuivunuzSosas S R
. UalgaeduiiBnauiBaneiio -

Use security software

A good antivirus removes Il |
malware and helps ‘ 1 l I

protect against hackers.

‘ \ |
Use a VPN Don tjanlbreak

VPNs encrypt internet
connection and keep
your data private.

Lao Computer Emergency ReXporsd Tear
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8 https:/furiscan.io
e od by . .
O urlscanio M Home Qisearch #lve B2API 4 Blog MDoes (& Pricing X Login SecurityTrails
ARscorded Future Company

urlscan.io

A sandbax far the web

Recent scans

& URL Age Size
8seconds ¢ 651 KB

12 seconds A ZMB

1MB

18 seconds 2ZMB

21 seconds 2MB

IMB

24 seconds ™ 1MB

26 seconds o B&8 KB

3MB

28 seconds 587 KB

seariyimis Tines JOESecurity

htths://urlscan.io/ Hatching™ &7 INTEZER @cTm3e0  ([[imilton

LaoCERT



https://urlscan.io/
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virustotal.com,

G 1 faf;

vendore and no sandboxes tlagged this file as malicious

DETECTION DETAILS RELATIONS BEHAVIOR COMMURNITY

Jein the VT Community

Popular threat label (7 n, d Threal categories

WirlT

automate checks,

ESET-

Forfiret

naAlarm by

Point

o ME

Family labels

Jootwesguway @i tJunu

https://www.virustotal.com/gui/home/search



https://www.virustotal.com/gui/home/search

NAULSIETOONETIU

b

caching
(thumbnail)

VeraCrypt  decrypting i browsing
encrypting ,; ; editing

https://www.veracrypt.fr/en/Downloads.html -E-E—i -6 CE R T



https://www.veracrypt.fr/en/Downloads.html

TUenUdo9Tu oS0

#1 Bitdefender
#2 Norton

#3 Kaspersky
#4 ESET

#5 Webroot
#5 Avast

#5 McAfee i AVG
#5 Trend Micro | ’
PANDA @

#5 Avira ) _ _SECURITY
#10 AVG Technologies , «

#11 Malwarebytes SSII) McAfee \3

#12 Sophos|
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funowdsntwigd

Jovgscol

nuduneydiinies Wiventwanddtussuae
(Child Online Protection)

ne807) (inulad caz nwda
Awuanorwvsalwlad

Daurg=cod

o & )
SAMNIUUHINYONAD)N1)99UINE
(Online Scams)
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