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zﬁct)PR THE WORLD’S MOST USED SOCIAL PLATFORMS

4 RANKING OF SOCIAL MEDIA PLATFORMS BY GLOBAL ACTIVE USER FIGURES (IN MILLIONS) (NOTE: USERS MAY NOT REPRESENT UNIQUE INDIVIDUALS)

GLOBAL OVERVIEW

FACEBOOK' 31065

YOUTUBE? 2,504

INSTAGRAM' 2,000

WHATSAPP'* 2,000

TIKTOK? 1,582

WECHAT' 1,343
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Incident report to LaoCERT Feb-Sep 2023

2,2,2%9,11%
1,1%

B Web defacement

® Malware
Social media SCAM
Phishing
Advisory
Ransomware

W Data breach




FrHONILYIL Qﬁz‘_)auaavm@cwﬂunme JUU 290 U
2024

20 FUs2an9U -
UOVTUSE S 201Uz 2an91
S wnyj —

3.75 48.8% 75.1% 46.7% 53.3% .

MILLION

S AALEOCERT

Lao Computer Emergency Response Team



RRTREUES0 Uegatite 10 Ly gMRURM0
oSy (eneand Uit 10 (emeny SomeeToeu

L)
NOTU9L)
299008 nudau kar sefofvegrenh
n192rlUneLLo®

2016
BIOLRLYRO )

AN

* NNTUIINDL NIVAI (R FLNONUSIZLEIN1
N9 VUNSUHIN, F2UURNN 012/3W2, JJoUN
15 NzNN 2015 Jngoun 8 wan, 64 Uanna

e ghacuziInuAnAUAiinAnoIssadiosnauciy
(2 a~ﬁnﬁnma~mﬁamja°ﬁuaeuﬁocﬁ - Q2UY
(NN 2543/Jng, A90UN 24 NV 2018 N9o0O L
IV 2%me.




» N9V30cEoVI0NENIVTL9HV
novaacduiiosenIunyodiv n9ucacfigarduasniod
(6999988099099 v dvasnBocd

v b X =y
nowdadcdely, gv, wiudenton, 839
v noudrao2yvesuiocd way 3o t0udioSuorysr0

e

() L]
o 10 Woozn9 2 nouSacdozynluarduesnibocd

v noucaciigarbuesndiod tovdiiveryern 9>
touuSveryI0

[ 0 o Q @
$Hc30992¢09N9091WICH
/ | %) @ \

v N9vdunovardvasniiocd

() 1 o

v nucBoccidyadingovacivesviocd

N W\

/7 1LaloCERT



NIVECAYCTNOMNINVOHDIVLUDOLWICD (O9HD9)

CC%D@OQ)DH; c%?ﬁﬁ?ﬁﬁ‘)@i)o) --....,.
A L 3

*
*

C9CNOPNEFVNI9O2VWOCE

Cn gu[ )
A

= DDV

v

= q;s‘zzsszaﬁmn)

............. €902V LaoCERT

.
ey
--------------
---------------------------

N9VDBOTW VW9 CL)




NIVEN2S Ty veonIIe

REIUN 1R 1207
(692 WIRSOUSY




(108179 U LUsnaug JUNIuNauckSUNtwn (M)

aletungesd Uicayn gouridutivSuaynwnesns:

&
taly
{Content)

LA T0
{Details)

E{”‘Euﬂuﬂ {Name of Facebook)

f1extiuie (Description)

[ - ¥ B [z ' o T T &
(WRYNIWNSENS: “. s doeaniad ..., YU IOTINOVONO)COXENEY
" - u i w i = = o 5
1178 aaz Wlnlugddcepuaynanesitfisnid.................898N (G0 W18 URAYNMN N
m - a e = - H ' ot = m B "
8 figgnIU......c.c.oe. DRWMNERITENULG, OWnesng10WiFIAL G, findjundigyusoaiu

o b e pus - w o 5 !
EjﬂjEJU[E]FJUHFJTU'IﬂUUIEjﬂﬂJ 1 UEEﬂElJZﬂDEQU’IHFIHWJ._IEJ_‘JMEWDR]"ILIEEI]..............................

anuSq (Purpose)

gogsmnyuayngounifuiiuBulaynenesnd: “..........cceceeecnnenn.” WRUBO IO AT

ynaudmdasneE1TE) 0.
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CU92V2® “FACEBOOK ID”

sonal ic ID
ir Facebook personal profile UR
« > C 25 lookup-id.com
com/khemman:

Lookup-ID.com Facebook ID Word D Tools ~

Looking for your Facebook profile ID / Group ID / Page ID ...

Type your Facebook profile URL

rsonal profile URL?

Success!

Your Facebook personal numeric ID is

100007499011782


https://randomtools.io/
https://lookup-id.com/
https://commentpicker.com/find-facebook-id.php
https://www.duplichecker.com/find-facebook-id.php
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letunwéeseTrinayn soulniiugtdniayneens): Joseph Akaravong (Lt 13)

(The content asks Facebook for assistance in blocking the account of a Facebook user called Joseph Akaravong (Pt. Jo).

dnfiu

iflaty (Content)

Surein (Detalls)

Elaun (Name of
Facebook)

Joseph Akaravong (tn 13)

ginestivme
(Description)

wayneend: Joseph Akaravong (dm 19) Wlnmni tdduastaannd: T@swihed, dudzun, Sié
yudiin, S1tyumpennay, Sueyufidduaawds, sowde, vy xax SuduiditeBubinSonzuy
oy 2 oo Sydlunnehmwes uniufiieeigngin, RoISMTY, RowtiusuSsuEeTHEL,
Somaush che Soneuidufnuesy aud a0 oo r"mrm::uﬁugEjunﬂnmaunm'. Wauhbdndin o
w ea7 avd antufinmwdiion: mudw aax axfiofuegserimasiueeudod Ty vom 11:
nwdindcilaty, su, wwfisutmo, 237 w2z 361e nedtdEuesyein car Lom 13: nudaotuEs
maweitEEeE Lasyane.

Currently on Facebook, under the name of Joseph Akaravong (Pt. Jo), he has been publishing
advertisements such as slander, blaspheming, creating fake information, creating false information,
persuading, inciting, and encouraging people to oppose the government of the Lao PDR, which is to
destroy the stability of the nation, peace, national culture, and fine traditions of the nation, breaking
Facebook rules of the Facebook company and the Law of Lao PDR in Article | 1: Unauthorized editing
of pictures, audio, and videos; and article 13: Creating damage via online social media.

) x” e (Link of
Lav

wekEy (Purpose)

sergmuayngoudniiuBusynaang: Joseph Akaravong (Ui 13) awndiuBhsrisotdinuidnddinmme
g81 aUU 20 R SLUgUeslwiaynE).

(Request to Facebook to assist in blocking the Facebook account named Joseph Akaravong (Pt Jo) since
the account has violated Lao PDR laws and Facebook policies.)

&9 (Link)

https:/'www.facebook.com/profile.phpTid= 100008068 268 1 30
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Noel1gNIutNU2yLU299 Google App

P

Youtube
Videos Watched and

=

Search
Queries
Searched

| 31
Ve
Chrome

o Gmail
: o D.r/ - Contacts and
A Hlstory Locations Vi sited Files
Website Visited

Calendar
Upcoming Plans
and Events

Emails Sent
Placed Searched _ Uploaded

3
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Ak Meet
News Ads clicked and Topics Conversations
News and interested hand Chats
Articles Read b

Photos
People and
Places Tagged

Shoppin g
Product
_Searched
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Stronger security with
Google Authenticator

Get verification codes for all your
accounts using 2-Step Verification

YN8 Tunaueg@utotugsSutneiioty (O

-—J

e o ——————

USER NAME

PASIWORD

Invalid barcode

151:041 e )
= Authenticator o+

Coinbase
m

408 571 @
R Microsoft

Dropbox
w - look.com

924 906 @

LastPass
mik: > - com

345 347 @
@ pulsegw01.ziffdavis.local

ZIFFDAV

091 167 @
m PayPal

(]

6:357 -

Authenticator locked

Unlock

12:06 7 - T

= Passwords

=

Sync your autofill data

SYNC With Mvess s M

soft a

LaoCERT
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Create strong passwords with Password Generator

te-rlw*E8exe s

c%
€9 3iro08 pesoward }mf Secure Password Generator English

Use the slider, and select from the options, below, to lengthen your password and strengthen your security. p d Lenath 6
assword Length:

Password Length (4-64) Include Symbols: B (eg @#%%)

Include Numbers: B (e.g. 123456)
@ Include Lowercase Characters: ¥ ( e.g. abcdefgh )
Include Uppercase Characters: 4 (e.g. ABCDEFGH )
Exclude Similar Characters: ®B(eg.i,l,1,L,000)
Exclude Ambiguous Characters: B ({}[1()/\'" ~,;:.<>)

Letters Mixed case Punctuation Numbers

Generate On Your Device: 4 ( do NOT send across the Internet )
Auto-Select: [ ( select the password automatically )
Save My Preference: [JJ( save all the settings above for later use )

Load My Settings Anywhere: URL to load my settings on other computers quickly

Generate Password Copy Advanced( Free )

Your New Password: cU%#-3yvTX_%BGc8 ‘ Copy

Remember your password: coffee USA % # - 3 yelp visa TOKYO XBOX _ % BESTBUY GOLF coffee 8



123456
admin

- | 123ase78 |

123123
111111

abcl123

Aa@123456
abcdi1Z234

192vl3e4r

gwertyuiop
87654321

o987654321

Ellska81

123123123

11223344

0987654321

. T233%234

qQwerty 123
Admin@123

1gZ2w3ledrsSt

_pass
Demo@1 23

azerty

admintelecom

123meklozed

Lao
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Password Check

Can you tell if a password has been compromised?
This site was set up to demonstrate that a STRONG PASSWORD isn't necessarily a SAFE PASSWORD.

Although many passwords meet typical algorithmic strength requirements, they may still be unsafe if they exist in password

cracking dictionaries used by cybercriminals.

Start your password check. Enter a password below to see both its strength and if it is among the billions that have been

compromised. Consider these examples:
sk8erboy | pha69Htm | punkforlife | correct horse battery staple | 2bon2btitq | Hunter@2 | minecrafter1521 | oscarshil998

Learn more about this site -

rely to our er to check if it is comprom ill not store the pa

LaoCERT


https://www.enzoic.com/password-check/
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aveibeenzuckered.com % ¢ ) & 23 © ‘h B ;= @ @& w» ® © O - Paused Relaunch to Uy

janling E @wﬁmaulmﬁ wilal.. -~ 037HDMovie.com... 24 m_nﬁ»mau'laﬁvﬁ ... Mc Login Brute Forcin... ¢l? cPanel - Tools Zone-Xsec - Sear... s SingCERT Cyber I... FireHOL IP Lists | I... S_ https://scite.ai/ o Al Bookr,

Facebook Data Breach Checker

A large dataset containing 533 million Facebook accounts was made available
for download. The data was obtained by exploiting a vulnerability that was,

according to Facebook, corrected in August 2019.

Check if your telephone number is present within the Facebook data
breach.

We have finalised ingesting the dataset, and we currently have processed 502
769 112 records from 106 different countries. This tool does not store user-

provided input and uses k-anonymity to ensure privacy.

KN 856~ Enter a phone number

LaoCERT



https://haveibeenzuckered.com/
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haveibeenpwned.com € # Home = Proxy Server List ~ Q, Port Scanner ~ Proxy Checker 3% Tools - More -

© VMware Training -... £ vXpress: VSPHERE P2V ADMINISO ;.. @ support.ge-ip.co.. N Check Username.. 43 Domain Name List.. (3 DuckDuckGo Goo.. IW %in Zpanel#lain.. [ I

Home Notifyme Domainsearch Who'sbeenpwned Passwords APl About Donate B Search the world's largest dataset of leaked passwords
ombination Of Many Breaches iblic. It was the

ople an ability

;--have i been pwned?]

Check if your email or phone is in a data breach

Has your password been leaked?

672 12,496,783,237 115,744 227,329,839
fpiechislaias PR T S FHDTEEEIE Password hacking compromised more than 237,215,238 accounts these past 6 months!
Find out if a password hack has exposed your password to the world.
Largest breaches Recently added breaches
Collection #1 accounts ‘D CityJerks accounts essesese
’ Verifications.io accounts M E MEO accounts
@ Onliner Spambot accounts Terravision accounts
Data Enrichment Exposure oG OGUsers (2022 breach)
From PDL Customer accounts
accounts O PR e ‘ This password has been seen times before.
Exploit.In accounts D Genesis Market accounts
f Facebook accounts F o Sundry Files accounts
Antl Public Combo List Leaked Reality accounts

https://haveibeenpwned.com/ https://leakedpassword.com [ El 0 C E R T



https://www.proxynova.com/tools/comb/?fbclid=IwZXh0bgNhZW0CMTAAAR1A6tdNsuL-3re3lCBofYM6QHJTrAIfKfsE-1-vpQ3tG8195ziFp2tvdsM_aem_AdMOSIicN4pXxV5d0Z9TxJylL5l6ft6FCm4saW0O_kWEmsy3IfR-KY3B57owan0qoJZ0O2qom9u-_Td3XFuIDaPY
https://haveibeenpwned.com/
https://leakedpassword.com/
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bit.ly/3LPEBHY

| Cs) Links 0 clicks

Ly https://drive.google.com/file/d/0B2J3twGqr5igc2hXaEZhN2JZUzg/view?usp=share_link... &

» QR Codes NEW!
QR Code Link-in-bio @

Link-in-bio
Create QR Code Create a Link-in-bio

Campaigns

Custom links

Settings & ‘ https://bitly.com
9 Y Sanian
@‘ LE6CERT
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@ https://bit.ly/3LPEBHY

8 https://getlinkinfo.com

& GetLinkinfo

https://checkshorturl.com/

? https://checkshorturl.com
Expand URLs. Stay safe...

https://www.urlschecker.com/ .

https://getlinkinfo.com/

https://urlex.orq/

LaoCERT



https://checkshorturl.com/
https://urlex.org/
https://www.urlschecker.com/
https://www.urlschecker.com/
https://getlinkinfo.com/
https://urlex.org/
https://checkshorturl.com/

navdegiulmiflinoaudon tw

Use strong passwords Use two-factor
Create passwords that authentication
are long, unique, and 2FA gives your devices
hard to guess. and accounts an extra
i layer of security.

I
D

agmcsﬂaaw%r,soLwa?munmm?auaaﬂuuqcao‘cw
. m"laavmomwmmmm‘mmﬂ lostatupcitos

. Bnaudfedudofu 2 Su H ma9non femcted
ﬂngmuamuUao‘cwaagunt;é‘hJUvm el

browsing history

¢ AV JJIJ AN U JU Zﬂﬂ\ﬁ J T ) s

your personal info

. UalgSeuuoiidegituunusSosas
. YalgaeduiifnauBaasdio

Use security software

A good antivirus removes I
malware and helps ‘ ‘ ‘ ‘

protect against hackers.

‘ ] 3
Use a VPN Don tjallbreak

VPNs encrypt internet
connection and keep
your data private.

Lao Computer Emengency ReXpionss Te:
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Sponsared by

O urlscanio M Home QSearch #lLive BEEAPI 4 Blog MDbDocs O Pricing AL Login SecurityTrails

ARecorded Future’ Company

urlscan.

A sandbox for the web

Recent scans

@ URL Age

(] 8 seconds
12 seconds
13 seconds
18 seconds
21 seconds
22 seconds
24 seconds
26 seconds
26 seconds

28 seconds

QCI._lrityTrails TInEE J@@SECUI’iW

Recorded Future esio

htths//urlscan.io/ Hatching™ 7" INTEZER @cTM3e0 ([imilton

§ by EDX LABS

LaoCERT


https://urlscan.io/

52be5cch!
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QO A nt virustotal.com/gu

9d94e7a227d8cbde38c3bdbe51c3f9d5145816f611e8af8112b

(1) 24 security vendors and no sandboxes flagged this file as malicious

8c00a52be5cc69d94e7a227d8cbde38c3bdbe51c3f9d5145816161fe8afg112b

Cheat.Engine.7.5_Rus.rar

rar

Community Score

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY

Join the VT Community and enjoy additional community insights and crowdsourced dete

Popular threat label trojan.of re/bundle Threat categories

Security vendors' analysis

Avira (no cloud)

Cyren

Drweb

F-Secure

Google

Lionic

MaxSecure

Microsoft /OfferCore

Sophos

VirlT

plus an API key to automate checks.

Cynet

Deeplnstinct

ESET- 32

Fortinet

Gridinsoft (no cloud)

K7AntiVir

Kaspersky

Malwarebytes

McAfee-GW-Edition

Rising

VBA32

ZoneAlarm by Check Point

2023-05-09 17:48:44 UTC

Family labels

Do you w|

Win3

Risk

PUPLC

) Artemis

https://www.virustotal.com/gui/home/search

LaoCERT


https://www.virustotal.com/gui/home/search
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caching
(thumbnail)

VeraCrypt  decrypting | browsing
encrypting edltmg

https://www.veracrypt.fr/en/Downloads.html -l: E -(_J CE R T



https://www.veracrypt.fr/en/Downloads.html

#1 Bitdefender

#2 Norton

#3 Kaspersky

#4 ESET

#5 Webroot

#5 Avast

#5 McAfee

#5 Trend Micro
#5 Avira

#10 AVG Technologies
#11 Malwarebytes
#12 Sophos|

TUEnUdo9Tu oS0

¢/

& MAVG &
PANDA @
(&,

_— B UNRITY

a

S Si) McAfee \?
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Jaugecol

nwéuaedniiss Wiventwenddfiussuale
(Child Online Protection)

NE807) (ANlulad «as nwlsw
Auaorwvaalwigd
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o 4 .
S=AMNIUUHNYONAD)N1)99UINE
(Online Scams)
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Wednesday, February 14, 2024
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